
CWE Coverage Claims Schema

a call for action

a (brief) proposal



a success story

682 CWE’s defined

29 companies declaring compatibility

of 49 products & services



tool vendors are beginning to 
advertise coverage



a (relatively) simple idea…

define a standard way

to represent CWE coverage claims

lightweight and
^



why do we need a standard representation?

some reasons…



Tool A

Tool 
B

Tool 
C

to make it easy to compute coverage



Tools Claiming Coverage:
Zap!
Code-Nitpicker
Super-Duper Analyzer

help CWE users



All CWE’s

Covered 
CWE’s

to see where R&D might be needed



All CWE’s

Covered 
CWE’s ++

to see where CWE may need to grow
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the general idea



Rule Set

Detail

Individual 
CWE 

Claims

Overall 
Coverage 

Claim

CWE_Version=“1.4”

Vendor_Name=“ABC”

Toolset_Name=“Zap!”

Toolset_Version=“4.2”

Language=“C++”

Claim_Date=

“2011-03-03”

CWE_ID= 
“CWE-119” 

Rule_ID=“” 

Rule_Name=“array overflow”

Comment=“”

Rule_ID=“” 

Rule_Name=“pointer overflow”

Comment=“”

CWE_ID= 
“CWE-89”

Rule_ID=“” 

Rule_Name=“Blind SQL Check”

Comment=“”

something more concrete



the are many open issues

specificity of claims

disclaimers

services vs. tools

dynamic vs. static analysis

CWE compatibility program



the action part

today: starting point for discussion

we need input from the community



goals

consensus draft @ June WG

input from vendors

input from users



thank you.

Richard.Struse@dhs.gov


